ESF 20 Cyber Annex: Pre-Work Checklist
Gather these items before you start writing the ESF 20 Cybersecurity Annex. Each item points to the annex section where it will be used.
How to use this checklist
Who runs it: the Emergency Management Coordinator, working with the IT lead or managed service provider (MSP).
Time needed: plan on 2-4 weeks of part-time gathering. Most items are a phone call or an email to the person who already has them.
How it maps: every item lists the annex section it feeds, in brackets. For example [VIII] means Section VIII, Mandatory notification and reporting.
Mark what's missing: an item you can't find is a finding, not a failure. Write "none" and carry it into the annex as a gap to close.
Keep it restricted: much of what you gather (network details, rosters, contracts, insurance terms) belongs in the restricted copy of the annex, not the public one.
	Step
	Topic
	Annex sections it feeds

	1
	Planning team and decision-makers
	ESF 20 header, IX, Appendix A

	2
	Existing plans and policies
	I, II, IV

	3
	Systems, services and dependencies
	II.B, IV.A, VI.E, Appendices D and G

	4
	Reporting readiness
	VIII

	5
	Communications and backup comms
	VI, Appendix B

	6
	Outside help and partners
	VII, X, Appendix E

	7
	Cyber insurance
	XI

	8
	Leadership decisions
	II.C, V.B, IX, XII, Appendix D

	9
	Training, testing and next tabletop exercise
	XIII, XIV

	10
	Public information
	XII


Step 1: Planning team and decision-makers
Ask: County Judge / Mayor's office, HR, department heads.
☐	Name, title and personal mobile number for each Coordination Group seat: EMD, chief administrator, EMC, IT lead / MSP, attorney, sheriff or police chief, PIO, finance / risk manager. Get an alternate for each.  [IX.A, Appendix A]
☐	Name of the primary agency for ESF 20 (in-house IT department or contracted MSP) and the person who will sign the annex.  [ESF 20 header]
☐	List of support agencies, including 911 / emergency communications district, public works / utilities (OT owners), HR, purchasing and elections.  [ESF 20 header]
☐	Participating cities or districts, if this is an interjurisdictional plan.  [II.B]
☐	Elections administrator or county clerk contact.  [VIII.B, IX.B]
☐	Written delegation of authority if the EMD can't be reached.  [IX.B]
Step 2: Existing plans and policies
Ask: Emergency management, IT, legal, county / city secretary.
☐	Current Emergency Management Plan basic plan, and how its annexes are numbered (ESF or lettered annexes).  [ESF 20 header]
☐	Commissioners court order or city ordinance adopting the plan, with number and date.  [I.C]
☐	Information security policy and acceptable use policy, with dates.  [I.C]
☐	Technical Cyber Incident Response Plan (IRP): does one exist, who owns it, when was it last updated? If none exists, flag it now; writing one is task one.  [I.C, V.C]
☐	Continuity of operations plan (COOP), and any department manual procedures for working without the network.  [I.C, V.D]
☐	Cyber hazard rating from the hazard mitigation plan or THIRA, with date.  [IV.A.5]
☐	Any past cyber incidents or major outages: date, what happened, what was learned.  [IV.A.2]
☐	Existing ESF 2 Communications annex, if any.  [ESF 20 header, VI.F]
Step 3: Systems, services and dependencies
Ask: IT / MSP, department heads, purchasing.
☐	IT staffing: number of IT staff, security staff (none / part-time / full-time), MSP and the services it provides, and who covers nights and weekends.  [IV.A.3]
☐	Who watches security alerts 24/7 (in-house, MSP or a security operations center).  [XIII.D]
☐	List of essential services ranked by tier (1 = life safety, 2 = core business, 3 = routine, 4 = non-production), with each department's maximum tolerable downtime and manual workaround.  [Appendix D]
☐	Operational technology (OT) systems (water, wastewater, traffic signals, building controls, municipal electric) and who operates them.  [II.B]
☐	Every hosted or cloud service behind a Tier 1 or 2 function: provider, status page, support number, account number, contract service level. Include Microsoft 365 or Google Workspace, the sign-in / MFA provider, cloud phones, internet providers, CAD / RMS, finance, payroll and website.  [VI.E, Appendix G]
☐	Shared or regional systems, for example a regional 911 district or shared court software.  [IV.A.4]
☐	Where backups are kept, whether they are offline or immutable, and the date of the last full restore test.  [XIII.D, XIV.B]
☐	Whether emergency "break-glass" admin accounts exist outside the main sign-in system.  [VI.G]
☐	Key vendor contracts: do they require the vendor to notify you of incidents?  [XIII.D, VI.G]
Step 4: Reporting readiness
Ask: IT / MSP, attorney, elections.
☐	Who will make the 48-hour report to the Texas Cyber Command (TXCC), and who backs them up.  [VIII]
☐	TXCC Local Incident Reporting Form account created now, before any incident (linked from txcc.texas.gov/report-an-incident).  [VIII.B]
☐	TXCC 24/7 hotline written on paper: (877) 347-2476.  [VIII.B, Appendix A]
☐	Attorney's process for deciding whether a breach occurred, and for the Attorney General (30-day) and individual (60-day) notices.  [VIII.B]
☐	Municipal electric utility? Get its ERCOT reporting path.  [VIII.B]
☐	Local FBI field office (Dallas, El Paso, Houston or San Antonio) and U.S. Secret Service field office contacts.  [VIII.C, Appendix A]
☐	Is the jurisdiction a member of TX-ISAO? Of MS-ISAC (now a paid membership)?  [VIII.D, XIII.D]
Step 5: Communications and backup comms
Ask: Emergency management, IT, 911 director, communications officer.
☐	The out-of-band (OOB) messaging tool you will use, and confirmation that it does NOT sign in through the jurisdiction's own email or sign-in system.  [VI.A, VI.B]
☐	A conference bridge outside the jurisdiction's systems.  [VI.B, Appendix B]
☐	Public safety radio talkgroup or channel the Coordination Group can use.  [VI.B]
☐	Inventory of satellite phones and satellite internet terminals: where they are, how they are powered, when last tested.  [VI.F, Appendix B]
☐	HF radio capability, and whether the county is enrolled in CISA's SHARES HF program.  [VI.F]
☐	Local amateur radio (ARES / RACES) contact and whether the EOC has a station.  [VI.F]
☐	Staff enrolled in priority calling services (GETS, WPS, FirstNet).  [VI.F]
☐	Call forwarding from cloud phones to mobile phones, and any analog lines at the EOC and dispatch.  [VI.E]
☐	Second internet provider or cellular / satellite failover at the EOC and dispatch.  [VI.E]
☐	Alternate meeting location if the EOC is unusable.  [VI.B, Appendix B]
Step 6: Outside help and partners
Ask: Emergency management, IT, purchasing, attorney, risk manager.
☐	Existing mutual aid or interlocal agreements that cover IT or cyber help: copies, partners and terms.  [X.B, Appendix E]
☐	Neighbors, the council of governments or others willing to sign a cyber mutual aid agreement.  [X.B]
☐	Incident response retainer firm: contract, rates, response times, 24/7 number, insurer approval.  [X.C, Appendix E]
☐	Cyber Incident Management Team (CIMT): contracted, regional or in-house option? Any existing agreement?  [VII.B, VII.D]
☐	Breach counsel: named firm, engaged through the attorney, and approved by the insurer.  [X.C]
☐	For each partner: named personnel, background-check status, 24/7 contact.  [X.B.4, Appendix E]
☐	TDEM district office contact.  [X.D, Appendix A]
Step 7: Cyber insurance
Ask: Risk manager, finance, risk pool or broker.
☐	Carrier or risk pool, policy number and term dates.  [XI.A, I.C]
☐	24/7 breach / claims hotline.  [XI.A, Appendix A]
☐	Notice requirement: how soon, to whom, in what form.  [XI.A, VIII.B]
☐	Limits and sublimits (ransom / extortion, business interruption, notification, forensics).  [XI.A]
☐	Deductible / retention.  [XI.A]
☐	Panel vendors you must use, and what needs pre-approval.  [XI.A, XI.B]
☐	Security conditions the policy relies on (MFA, backups, endpoint protection, training), and whether each is actually in place.  [XI.C]
☐	Exclusions that matter to you (state-actor attacks, unpatched systems, OT).  [XI.A]
☐	Cyber services the risk pool offers beyond coverage (training, scanning, hotlines).  [XI.C]
Step 8: Leadership decisions to make in advance
Schedule a 60-minute briefing with the EMD and chief administrator. Bring Steps 1-7.
☐	Ransom policy: never pay, or consider payment only on the EMD's decision after legal, law enforcement and insurer advice.  [II.C.4]
☐	Restoration order: approve the Tier 1-4 ranking of services from Step 3.  [Appendix D]
☐	Activation: agree on who declares each severity level, and when the EOC opens.  [V.B]
☐	CIMT approach: contract, regional team or in-house with outside help.  [VII.B]
☐	Holding statement: pre-approve the public statement template.  [XII.A]
☐	Delegations: who decides if the EMD is unreachable.  [IX.B]
☐	Budget: funding for training, backups, OOB tools, satellite or radio equipment, insurance and retainers.  [XIII.D]
Step 9: Training, testing and next tabletop exercise
Ask: HR, IT, emergency management.
☐	Percentage of employees and elected / appointed officials who completed TXCC-certified cyber training this year.  [XIII.A]
☐	Date the last annual training certification was filed (due 31 August).  [XIII.A]
☐	AI awareness training completion and reporting status.  [XIII.A]
☐	Whether senior leadership has had a cyber briefing or tabletop in the past 12 months.  [XIII.B, XIV.B]
☐	Phishing simulation results, if any.  [XIII.A]
☐	Date and after-action report of the last cyber exercise.  [XIV]
☐	Date of the last backup restore test and how long it took.  [XIV.B]
☐	A month chosen for next year's executive tabletop, operational exercise, OOB drill and hosted-service "lights-out" drill.  [XIV.B]
Next tabletop exercise
Fill this in before you start drafting, so the annex is written knowing when it will first be tested. [XIV]
	Item
	Detail

	Date and time scheduled
	

	Location (and OOB / virtual option)
	

	Exercise type
	Executive tabletop  /  Operational tabletop  /  Functional

	Subject / scenario
	

	Exercise objectives (2-4)
	

	Annex sections being tested
	

	Participants (leadership, Coordination Group, departments)
	

	Partners invited (TXCC, TDEM district, insurer, CIMT, mutual aid, vendors)
	

	Facilitator / exercise lead
	

	Evaluator / note-taker
	

	After-action report due (within 30 days)
	


Scenario ideas
☐	Ransomware encrypts finance, payroll and email on a Friday night; attacker demands payment and threatens to leak resident data.  [II.C.4, V.B, VIII, XI]
☐	Ransomware during a severe weather event while the EOC is already activated.  [IV.B.5, V, X]
☐	Microsoft 365 and cloud phones are down for 24 hours; cause unknown for the first six hours.  [VI.E-VI.H]
☐	Internet and cellular outage; the EOC must send situation reports by radio or satellite.  [VI.F]
☐	Business email compromise diverts a vendor payment or employee paychecks.  [IX.B, XIII.B]
☐	Water treatment SCADA shows unauthorized changes.  [II.B, V.B, XV.B]
☐	A key vendor or MSP is breached and your data is involved.  [VI.G, VIII, X.C]
☐	Election systems or voter data targeted during early voting.  [VIII.B, IX.B]
Step 10: Public information
Ask: PIO, IT.
☐	Where the public website is hosted, and whether a backup status page exists outside the jurisdiction's network.  [XII.A, VI.B]
☐	Official social media accounts: who can reach them from a personal device, and whether MFA is on.  [XII.A]
☐	Printed list of local media contacts.  [XII.A]
☐	Partner PIOs for a Joint Information Center (neighboring jurisdictions, utilities, hospitals).  [XII.A]
Using the annex outside government
Utilities, hospitals, schools and businesses using the annex as a readiness benchmark can work through the same steps, with three changes. Decision-makers are executives and the board (Step 1). Reporting duties come from your regulator and the Texas breach notification law, rather than the 48-hour TXCC report (Step 4). And you add a liaison to the local EOC [XV]. Start with the 14-question self-check in Appendix F of the annex.
Ready to write
You are ready to start drafting the annex when:
☐	Every Coordination Group seat has a primary and an alternate.  [IX.A]
☐	The Tier 1-2 services list is complete.  [Appendix D]
☐	You know whether an IRP exists.  [I.C]
☐	The insurance summary is filled in.  [XI.A]
☐	Leadership has made the Step 8 decisions, or you have a date to make them.
☐	The next tabletop exercise has a date and a scenario.  [XIV]
☐	Gaps are listed, with an owner for each.
Gaps found
	Gap found
	Annex section
	Owner
	Target date
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