ESF 20 — Cybersecurity Annex Template for Texas Cities, Counties and Partners
How to use this template
Delete this section before adoption. This is a ready-to-adapt ESF 20 — Cybersecurity annex. It matches the numbering the State of Texas uses: TDEM lists ESF 20 as Cybersecurity and ESF 19 as Operations Technology. It is written so the same document works at three levels:
	User
	How to use it

	County or interjurisdictional program
	Adopt as ESF 20 of the Emergency Management Plan. Cities in the plan sign on as participating jurisdictions.

	City with its own plan
	Adopt as ESF 20. Replace county roles with city equivalents (Mayor / City Manager as EMD).

	Utility, hospital, school, business or other critical infrastructure operator
	Use it as a readiness benchmark and as the basis for your own cyber incident plan. Section XV explains what changes for you, and Appendix F is a self-check.


Conventions
· [BRACKETED CAPS] = fill in for your organization.
· Italic notes = guidance for the planner. Delete them before adoption.
· Statutes, deadlines and state/federal contacts were checked on 14 November 2026. Re-check them at every annual review — the Texas Cyber Command (TXCC) took over DIR's cybersecurity role in 2025, and pages and portals are still migrating.
Keep two versions. Network details, vulnerability findings and contact rosters can be withheld from public release under Texas Gov't Code §552.139. Keep Appendices A, B, E and G, and anything describing your network, in a restricted copy. The public copy states roles and procedures only.
This annex is the coordination layer, not the technical plan. It covers who leads, who gets told, how the EOC supports IT, and how outside help is brought in. The technical Cyber Incident Response Plan (IRP) stays with IT or your managed service provider. If you don't have an IRP, writing one is task one.
Published by txcyber.net as a planning aid. It is not legal advice and not an official TDEM or Texas Cyber Command product. Have your attorney review Sections I, VIII, XI and XII before adoption.
[JURISDICTION] Emergency Management Plan — ESF 20: Cybersecurity
	ESF 20 role
	Agency / office

	Coordinating agency
	[OFFICE OF EMERGENCY MANAGEMENT]

	Primary agency
	[INFORMATION TECHNOLOGY DEPARTMENT / CONTRACTED MSP]

	Support agencies
	[COUNTY / CITY ATTORNEY] · [SHERIFF'S OFFICE / POLICE DEPARTMENT] · [PUBLIC INFORMATION OFFICE] · [FINANCE / RISK MANAGEMENT / PURCHASING] · [HUMAN RESOURCES] · [ELECTIONS ADMINISTRATOR / COUNTY CLERK] · [911 / EMERGENCY COMMUNICATIONS DISTRICT] · [PUBLIC WORKS / UTILITIES — OT owners] · [PARTICIPATING CITIES / DISTRICTS]

	External partners
	Texas Cyber Command (TXCC) · Texas Division of Emergency Management (TDEM) · FBI · U.S. Secret Service · CISA · cyber insurer / risk pool · contracted Cyber Incident Management Team and incident response firm · mutual aid partners

	Related annexes
	ESF 2 Communications · ESF 5 Emergency Management · ESF 13 Public Safety · ESF 15 Public Information · ESF 19 Operations Technology (if adopted) · Continuity of Operations Plan


Approval and implementation
This annex is approved for implementation and supersedes all previous editions.
	Role
	Name
	Signature
	Date

	Emergency Management Director ([COUNTY JUDGE / MAYOR])
	[NAME]
	
	

	Emergency Management Coordinator
	[NAME]
	
	

	Primary agency head ([IT DIRECTOR / CIO / MSP LEAD])
	[NAME]
	
	

	Cybersecurity Coordinator / CISO (if designated)
	[NAME]
	
	


Having the IT lead sign is what makes the primary agency own its tasks.
Record of changes
	Change #
	Date
	Section affected
	Summary of change
	Entered by

	1
	[DATE]
	All
	Initial adoption
	[NAME]

	
	
	
	
	


Enter each annual review here, even with no changes: "Annual review and exercise completed — no significant changes."
Record of distribution
	Copy #
	Department / office
	Representative
	Public or restricted
	Date sent

	1
	Emergency Management
	[NAME]
	Restricted
	

	2
	IT / MSP
	[NAME]
	Restricted
	

	3
	[SHERIFF / POLICE]
	[NAME]
	Restricted
	

	4
	[COUNTY / CITY ATTORNEY]
	[NAME]
	Restricted
	

	5
	Public Information Officer
	[NAME]
	Restricted
	

	6
	Public posting
	—
	Public
	


I. Authority and references
See the Basic Plan for general authorities. The following apply specifically to cyber incidents.
A. Federal
1. Homeland Security Act of 2002, as amended (CISA's role with state, local and private partners).
1. National Incident Management System (NIMS) and the Incident Command System (ICS).
1. National Cyber Incident Response Plan (current edition, CISA).
1. FEMA, Comprehensive Preparedness Guide (CPG) 101.
1. FEMA and CISA, Planning Considerations for Cyber Incidents: Guidance for Emergency Managers (November 2023).
1. Homeland Security Exercise and Evaluation Program (HSEEP).
1. NIST Cybersecurity Framework (current version).
1. Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA) — the final rule was sent to the White House for review on 1 October 2026 and is not yet in effect. Check its status at each review.
B. State of Texas
1. Gov't Code Chapter 418 (Texas Disaster Act), including §418.106 (local emergency management plans) and §418.108 (local disaster declarations).
1. Gov't Code Chapter 2063 (Texas Cyber Command):
9. §2063.001 — definition of "cybersecurity incident".
9. §§2063.102–2063.103 — certified cybersecurity training; annual training for officials and employees.
9. §2063.202 — TXCC cybersecurity incident response unit.
9. §2063.302 — 48-hour cybersecurity incident notification by state agencies and local governments.
9. §2063.502 — Texas Volunteer Incident Response Team.
1. Gov't Code §2054.5191 — cybersecurity and AI training requirements.
1. Business & Commerce Code §521.053 — breach notification to individuals and the Attorney General.
1. Local Gov't Code §205.010 — breach notification by local governments.
1. Gov't Code §552.139 — confidentiality of computer network security information.
1. Gov't Code §§418.176–418.182 — confidentiality of certain homeland security and critical infrastructure information.
1. Texas Administrative Code, Title 1, Chapter 202 — information security standards and incident reporting rules.
1. Utilities Code §39.151 — ERCOT reporting, for electric utilities.
1. Gov't Code Chapter 791 (Interlocal Cooperation Act) — authority for mutual aid and shared-service agreements.
C. Local
1. [COMMISSIONERS COURT ORDER / CITY ORDINANCE # adopting the Emergency Management Plan], dated [DATE].
1. [INFORMATION SECURITY POLICY / ACCEPTABLE USE POLICY], dated [DATE].
1. [CYBER INCIDENT RESPONSE PLAN (IRP)], maintained by [IT / MSP], dated [DATE].
1. [CONTINUITY OF OPERATIONS PLAN], dated [DATE].
1. [CYBER INSURANCE POLICY / RISK POOL COVERAGE DOCUMENT #], term [DATES].
1. [INTERLOCAL / MUTUAL AID AGREEMENTS], and [CIMT / INCIDENT RESPONSE RETAINER CONTRACTS].
Older Texas documents cite §2054.603 for incident reporting. HB 150 (2025) moved it to §2063.302 — use the new number.
II. Purpose, scope and policies
A. Purpose
ESF 20 sets out how [JURISDICTION] prepares for, responds to and recovers from a cyber incident that disrupts public services, threatens life safety, or exposes protected information. It joins the technical response, led by [IT / MSP], to the emergency management structure — EOC, public information, legal, finance and outside help — so that a ransomware attack is run like any other incident that outgrows one department.
It also makes sure [JURISDICTION] meets mandatory Texas reporting deadlines. Those deadlines start at discovery, whether or not the EOC is open.
B. Scope
1. Applies to all departments, offices and elected officials of [JURISDICTION], to [PARTICIPATING CITIES / DISTRICTS], and to contractors who operate systems on their behalf.
1. Covers all systems and data the jurisdiction owns, licenses or maintains, on premises or in the cloud:
25. Business systems — email, finance, payroll, tax, permitting, records, courts.
25. Public safety systems — 911/CAD, radio consoles, records management, jail systems, mobile data, body-worn camera storage.
25. Operational technology (OT) — water, wastewater, traffic signals, building controls, [MUNICIPAL ELECTRIC SYSTEM]. Coordinate with ESF 19, if adopted.
25. Election systems and data, with the [ELECTIONS ADMINISTRATOR / COUNTY CLERK].
1. Covers cyber incidents on their own; cyber incidents during another disaster (an attack during a hurricane or winter storm); and cyber incidents at a vendor, cloud provider or neighboring jurisdiction that affect [JURISDICTION].
1. Covers coordination with private-sector critical infrastructure operators in [JURISDICTION] — utilities, hospitals, telecommunications — when their incident affects the community.
C. Policies
1. Report first, and on time. Reportable cybersecurity incidents go to the Texas Cyber Command within 48 hours of discovery (Section VIII). No one may delay a required report to protect reputation.
1. Insurance notice. The cyber insurer or risk pool is notified as early as the policy requires, and before outside vendors are hired, unless life safety requires otherwise (Section XI).
1. Preserve evidence. Affected systems are isolated, not wiped or rebuilt, until IT, legal, law enforcement and the insurer agree that evidence has been captured.
1. Ransom. [JURISDICTION] [does not pay ransoms / considers payment only on the EMD's decision, after legal, law enforcement and insurer advice and a sanctions check]. Decide this before an incident, and write it here.
1. One voice. All public statements come through the PIO and are cleared by legal (Section XII).
1. Out-of-band by default. At Level 2 and above, the response team assumes the network, email and VoIP phones are compromised, and coordinates out-of-band (Section VI).
1. Least disruption to life safety. Life-safety systems (911, radio, water treatment) are restored first, and kept on manual procedures until restored.
III. Explanation of terms
A. Acronyms
	Acronym
	Meaning

	AAR / IP
	After-action report / improvement plan

	CIMT
	Cyber Incident Management Team

	CISA
	Cybersecurity and Infrastructure Security Agency (U.S. DHS)

	COOP
	Continuity of operations plan

	EMC / EMD
	Emergency Management Coordinator / Director

	EOC
	Emergency Operations Center

	ESF
	Emergency Support Function

	HSEEP
	Homeland Security Exercise and Evaluation Program

	IC3
	FBI Internet Crime Complaint Center

	IRP
	Cyber Incident Response Plan (technical plan)

	JIC
	Joint Information Center

	MFA
	Multi-factor authentication

	MSP
	Managed service provider

	OOB
	Out-of-band (communications)

	OT
	Operational technology

	PIO
	Public Information Officer

	SME
	Subject matter expert

	SPI
	Sensitive personal information (B&C Code §521.002)

	TDEM
	Texas Division of Emergency Management

	TX-ISAO
	Texas Information Sharing and Analysis Organization

	TXCC
	Texas Cyber Command

	VIRT
	Texas Volunteer Incident Response Team

	CSIRT
	Cyber Security Incident Response Team (the technical team that fixes the incident)


B. Definitions
Cybersecurity incident (Texas). Under Gov't Code §2063.001, this includes a breach or suspected breach of system security under B&C Code §521.053, the introduction of ransomware, and any other occurrence TXCC designates by policy. It triggers the 48-hour report.
Discovery. Not defined in statute. For planning, treat discovery as the moment staff or a contractor first has reason to believe a cybersecurity incident has occurred. Confirm this reading with legal.
Cyber Incident Management Team (CIMT). A team that runs the incident-management side of a cyber incident — planning, operations, logistics, finance, documentation, liaison — using ICS. It includes or is paired with cyber SMEs, so decisions are technically sound (Section VII).
Out-of-band communications. Any way of coordinating that does not depend on the affected network: personal phones, a pre-staged group text or messaging channel, a separate cloud workspace, radio, satellite phones, or a printed roster (Section VI).
Threat response. Investigating and disrupting the attacker. Led by law enforcement.
Asset response. Protecting systems, containing damage and restoring services. Led by IT / MSP, supported by TXCC, CISA and contracted responders.
Consequence management. Keeping essential services running and the public informed while systems are down. The emergency management lane.
Mutual aid. Pre-arranged help from another jurisdiction or organization, under a written agreement that sets out who can be called, how, and who pays.
IV. Situation and assumptions
A. Situation
1. [JURISDICTION] depends on networked systems for nearly every public service, including 911 dispatch, utilities, courts, jail operations, tax collection and payroll.
1. Texas local governments are proven targets. In August 2019, a coordinated ransomware attack hit 22 Texas local government entities at once, and the State Operations Center was activated to coordinate the response. [ADD A LOCAL OR REGIONAL INCIDENT YOUR LEADERSHIP WILL RECOGNIZE.]
1. IT capacity: [NUMBER] IT staff; [NONE / PART-TIME / FULL-TIME] security staff; [MSP] under contract for [SERVICES]; after-hours coverage: [DESCRIBE].
1. Dependencies: [LIST CLOUD PROVIDERS, KEY VENDORS AND SHARED SYSTEMS — e.g., a regional 911 district or shared court software]. An incident at any of these can become [JURISDICTION]'s incident.
1. Hazard ranking: cyber incidents are rated [HIGH / MEDIUM / LOW] in the [HAZARD MITIGATION PLAN / THIRA], dated [DATE].
B. Assumptions
1. Systems are probed and attacked continuously. A significant incident can occur at any time, without warning, including nights, weekends and holidays.
1. The first sign is often operational — phones down, CAD unavailable, a utility alarm. The cause may be unclear for hours or days.
1. During an incident, email, file shares, VoIP phones, collaboration tools and the identity system may be unavailable — or monitored by the attacker.
1. Effects can cascade into other services and other organizations that share systems, vendors or networks.
1. A cyber incident may be combined with physical threats, disinformation, or another disaster.
1. A significant incident will overwhelm local IT staff within the first 24 hours. Outside help (insurer-panel responders, CIMT, state and federal teams, mutual aid) may take 24–72 hours to arrive unless it is pre-arranged.
1. The insurer may require that its approved vendors are used, and may deny costs incurred without notice.
1. Law enforcement may ask that evidence be preserved, or some actions delayed, to support an investigation.
1. Public, media and employee interest will be high; silence will be read as concealment, and scammers will exploit the confusion.
1. Restoration from clean backups may take days to weeks; manual workarounds must carry essential services in the meantime.
V. Concept of operations
A. General
1. The primary agency ([IT / MSP]) runs the technical response under the IRP at every level. ESF 20, coordinated by emergency management, handles consequence management: continuity of services, outside resources, leadership decisions and public information.
1. Any employee who sees suspicious activity reports it right away to [HELP DESK / IT ON-CALL NUMBER], by phone — not by email from a device that may be compromised.
1. IT assigns the initial severity level using the table below, and notifies the EMC at Level 2 or higher.
1. Severity is set by impact, not by technical cause. It can be raised at any time on new information or credible threat intelligence. It is lowered one step at a time, only after IT confirms the conditions behind it are neutralized.
1. Every reportable incident goes to TXCC within 48 hours of discovery, whatever its severity level (Section VIII).
B. Severity levels and activation
	Level
	Impact
	Examples
	EOC / ESF 20 posture
	Decision

	1 — Severe
	Life-safety systems down or compromised; several critical services down with no workaround; bulk theft of protected data; spreading to partners
	Network-wide ransomware; 911/CAD down; water SCADA manipulated
	Full activation. CIMT activated; EMD considers a local disaster declaration; state assistance requested through TDEM
	EMD, on advice of EMC and IT lead

	2 — Major
	A critical system down or untrustworthy, with a strained workaround; suspected breach of protected data
	Finance or payroll system encrypted; email compromise used for wire fraud
	Partial activation. Cyber Unified Coordination Group meets out-of-band; CIMT placed on standby; legal, PIO and insurer engaged
	EMC and IT lead

	3 — Minor
	One system or group affected; workaround in place; no confirmed data exposure
	Single infected workstation contained; DDoS on public website
	Monitoring. IT keeps the EMC informed
	IT lead

	4 — Minimal
	Attempted or blocked activity; no service impact
	Phishing reported and blocked; scans
	Normal operations. Logged by IT
	IT


A level may be declared on credible, targeted threat intelligence before any impact occurs — for example, a TXCC or FBI warning that names [JURISDICTION] or its vendor.
C. Response phases
IT leads the technical work in each phase; the EOC and CIMT support it.
1. Preparation — IRP current; offline backups tested; OOB plan, contracts, mutual aid and insurance in place (Sections VI, X, XI, XIII).
1. Detection and analysis — IT assigns severity; starts the incident log with the discovery time; preserves logs and evidence.
1. Notification — TXCC, insurer, law enforcement, leadership (Section VIII). Runs in parallel with containment, not after it.
1. Containment — Isolate affected systems. Do not wipe or rebuild until evidence is captured and the insurer's and law enforcement's requirements are known.
1. Eradication — Remove the attacker's access; reset credentials, starting with administrator and service accounts; forensic review.
1. Recovery — Restore by the priority tiers in Appendix D, from known-clean backups. Validate configurations and monitor closely before reconnecting systems.
1. After-action review — Within [30] days of recovery. It feeds the 10-business-day TXCC follow-up report and updates to this annex and the IRP.
D. Continuity of essential services
Each department keeps a paper or offline procedure for its essential functions during a network outage — for example manual dispatch cards, paper jail booking, paper receipts, and a pre-arranged payroll fallback with the bank or payroll vendor. These live in the department's COOP and are listed in Appendix D. Departments practice them during the annual exercise (Section XIV).
VI. Communications resilience: out-of-band plan and hosted-service outages
During a cyber incident, assume the attacker can see your email, your chat and your shared drives — and that your VoIP phones may not work. Federal ransomware guidance (the CISA/MS-ISAC #StopRansomware Guide) tells victims to coordinate out-of-band for exactly this reason. [JURISDICTION] therefore keeps a written out-of-band (OOB) plan, tested every year, so the response team can coordinate without touching the affected network.
A. Requirements
1. Pre-staged, not improvised. The OOB channel exists and the response team is enrolled before any incident. Creating accounts during an attack using compromised credentials defeats the purpose.
1. Separate identity. OOB accounts must not log in through the jurisdiction's own email or single sign-on. Use separate credentials, protected with MFA.
1. Separate devices where possible. Personal or dedicated mobile phones that are not enrolled in the jurisdiction's device management and do not hold its email.
1. Layered. At least three layers, so the loss of one does not stop coordination (table below).
1. Paper backup. A printed roster (Appendix A) and the OOB worksheet (Appendix B) are kept in the EOC, in vehicles, and at home by each Coordination Group member.
1. Rules of use. No incident details on the compromised network. No ransom, attribution or data-exposure discussion on unencrypted channels. Use code names if the incident might be watched.
B. Communication layers
	Layer
	Tool
	Used for
	Owner

	1 — Primary
	[ENCRYPTED MESSAGING GROUP / SEPARATE CLOUD COLLABORATION TENANT]
	Coordination Group and CIMT working channel
	[EMC]

	2 — Voice
	Personal or dedicated mobile phones; pre-set conference bridge outside the jurisdiction's systems
	Briefings, decisions
	[EMC]

	3 — Public safety
	[RADIO TALKGROUP / INTEROPERABLE CHANNEL]
	Dispatch and field units if CAD/phones fail
	[911 DIRECTOR / SHERIFF]

	4 — Fallback
	Satellite phone, runner, face-to-face meeting at [ALTERNATE EOC / LOCATION]
	If cellular service is also disrupted
	[EMC]

	Public
	[WEBSITE HOSTED OUTSIDE THE NETWORK / BACKUP STATUS PAGE], social media accounts reachable from personal devices
	Public updates
	[PIO]


C. Activation
1. At Level 2 or higher, the EMC or IT lead moves the response team to Layer 1, by phone call or text — not by email.
1. The first OOB message states: the incident level, the meeting time and place, and "do not discuss on [JURISDICTION] email or chat."
1. The EMC confirms that each Coordination Group member has checked in on Layer 1 within [60] minutes.
1. Outside partners (TXCC, insurer, CIMT, law enforcement, legal) are given the OOB contact path, not internal addresses.
1. Normal channels are restored only after IT confirms they are clean.
D. Testing
The OOB plan is tested at least once a year (Section XIV): a no-notice check-in drill, with the time for all members to reach Layer 1 recorded. Accounts and phone numbers are verified every [quarter].
E. Hosted-service and connectivity outages
Much of [JURISDICTION]'s work now runs on someone else's infrastructure. When a cloud provider, phone provider or internet carrier fails, the effect looks just like a cyberattack — email, phones and records disappear at once — even when nothing malicious has happened. In July 2024, a faulty CrowdStrike software update crashed millions of Windows computers worldwide, disrupting airlines, hospitals and 911 centers — including Plano, Texas. It was not an attack. ESF 20 applies to these outages too: the consequences, continuity and communications work are the same.
	Dependency
	Example
	What can fail with it
	Fallback to plan for

	Productivity and collaboration suite
	Microsoft 365 (Outlook, Teams, SharePoint, OneDrive) or Google Workspace
	Email, chat, meetings, shared files — and often sign-in to other applications that use the same identity system
	OOB Layer 1 (Section VI.B); offline copies of critical documents; break-glass admin accounts

	Identity and MFA service
	Microsoft Entra ID, Okta, MFA app or token service
	Access to every connected application at once
	Break-glass accounts kept offline and tested; documented manual MFA bypass procedure approved by IT and legal

	Cloud-hosted VoIP / unified communications
	Hosted PBX, Teams Phone, UCaaS provider
	Main numbers, department lines, voicemail; sometimes non-emergency lines
	Pre-configured call forwarding to mobile phones (set up in the carrier portal and tested); analog or cellular lines at the EOC and key sites

	Internet circuit
	Primary ISP or fiber connection
	Every cloud service at once
	Second carrier on a diverse path; cellular failover; satellite internet at the EOC and dispatch

	Cloud-hosted operational systems
	CAD/RMS, jail management, finance, payroll, utility billing, permitting
	The service itself
	Manual procedures (Section V.D); vendor's continuity and recovery commitments in the contract

	Mobile carrier
	Cellular voice and data
	Staff phones, cellular failover, OOB Layer 2
	Second carrier for key staff; priority services; RF and satellite (Section VI.F)


F. Backup data and voice by radio (RF) and satellite
When the internet and cellular networks are down, [JURISDICTION] must still be able to send and receive data — situation reports, resource requests, ICS forms, rosters — not just talk. Plan this with the ESF 2 Communications lead and the [COUNTY / CITY COMMUNICATIONS OFFICER].
	Capability
	What it provides
	Notes

	Land mobile radio (public safety system, P25)
	Voice for dispatch, field units and the EOC
	Usually survives an IT outage; confirm consoles don't depend on the affected network

	HF radio
	Long-distance voice and data, without internet or cell towers
	CISA's SHARES HF program supports government and critical infrastructure users

	Amateur radio (ARES / RACES volunteers)
	Voice, and email over radio (for example Winlink) to the state and partners
	Pre-arrange volunteers and EOC station; amateur radio cannot be used to encrypt messages, so never send sensitive data over it

	Satellite phones
	Voice when terrestrial networks fail
	Charge and test [MONTHLY]; keep numbers on paper

	Satellite internet terminal
	Internet for the EOC, dispatch backup or a field site
	Pre-position with power (battery or generator); configure a VPN or encrypted channel before use

	Priority services (GETS, WPS, FirstNet)
	Priority calling and data on public networks during congestion
	Enroll eligible staff in advance through CISA or the carrier; these ride on public networks, so they are not a substitute for RF or satellite


RF and satellite paths are not secure by default. Use encryption where the system allows it, and keep sensitive incident details off any channel that cannot be encrypted.
G. Planning for provider outages
1. Know your dependencies. Keep a register of every hosted service supporting a Tier 1 or Tier 2 function (Appendix G): provider, status page, support line, contract service level, what fails with it, and the fallback.
1. Keep critical documents offline. A restricted binder and an encrypted offline drive hold this annex, the IRP, COOP procedures, contact rosters, network diagrams, key contracts and insurance details. Update them every [quarter].
1. Break-glass access. IT keeps emergency administrator accounts that do not depend on the primary identity provider, stored offline and tested every [quarter].
1. Contract for resilience. Provider contracts should state incident-notification duties, uptime commitments, support response times, and how to export your data.
1. Watch from outside. Monitor provider status pages and alerts from an OOB device, so you aren't relying on the failed service to learn it has failed.
H. Responding to a provider outage
1. IT confirms whether the outage is provider-side (status page, provider support) or local. Until confirmed, treat it as a possible cyberattack. Attackers also cause outages, and a provider outage can be cover for one.
1. Severity is set by impact, using the same table (Section V.B), and the team moves to OOB channels at Level 2.
1. A provider outage that is not a security incident is not reportable to TXCC. If the provider reports a security incident affecting [JURISDICTION]'s data, legal reviews whether [JURISDICTION]'s own reporting and notification duties apply (Section VIII).
1. The PIO tells residents which services are affected and how to reach the jurisdiction (for example: alternate phone numbers, in-person counters).
1. Departments run manual procedures until the service is restored and IT confirms it is safe to use.
VII. Cyber Incident Management Team (CIMT)
A significant cyber incident is a long-running, multi-discipline event: technical work, legal deadlines, insurance, public pressure, finance and staff fatigue at once. Most small and mid-size jurisdictions don't have the people to run all of that and keep normal services going. A Cyber Incident Management Team brings emergency management discipline (ICS, incident action planning, operational periods, resource tracking, documentation) together with cyber SMEs, so the incident is managed, not just fixed.
A. What a CIMT does — and doesn't do
	The CIMT does
	The CIMT does not

	Run the incident-management structure: objectives, incident action plans, operational periods, briefings
	Act as the CSIRT. It does not hunt, contain, eradicate or restore — that is the Cyber Security Incident Response Team's job (IT, MSP or forensic firm)

	Translate technical status into decisions for the EMD and elected officials
	Make policy decisions, such as ransom payment, reserved to the EMD

	Track resources, costs, vendors and deadlines (TXCC, AG, insurer)
	Speak to the media, except through the PIO

	Keep the incident log and documentation for insurance, legal and the after-action report
	Hold the jurisdiction's legal privilege; work for counsel only when engaged through counsel

	Coordinate with TXCC, TDEM, law enforcement, insurer and vendors
	Second-guess the CSIRT's technical calls. The CIMT sets objectives and priorities; the CSIRT decides how to meet them technically


Two teams, two jobs. The CSIRT fixes the incident: it finds the attacker, contains the damage, removes the threat and rebuilds systems. The CIMT manages the incident's life cycle from first report to after-action review: objectives, operational periods, resources, money, deadlines, documentation, partners and leadership decisions. In a small jurisdiction the same IT staff may sit on both. That is exactly why the roles must be named separately — otherwise the people fixing the network end up also running the meetings, the paperwork and the phone calls, and both jobs suffer.
B. Options for building one
Pick one, or combine them. Write the choice here.
1. Contract. Retain a firm or team that provides cyber incident management (not just forensics), under a pre-negotiated agreement with rates, response times and named personnel. Ask whether your insurer's panel already includes this service.
1. Regional team. Build a shared CIMT with neighboring jurisdictions or the council of governments, through an interlocal agreement (Section X): trained local EM and IT staff, deployable to any member.
1. In-house with augmentation. Train local staff in ICS for cyber incidents, and pre-arrange cyber SMEs (MSP, incident response retainer, mutual aid partners) to join them.
C. Minimum CIMT composition
	Position
	Skill set
	Source

	Incident Commander / Cyber Incident Manager
	ICS leadership; cyber literacy
	[CONTRACT / REGIONAL / LOCAL]

	Technical Lead (Operations)
	Incident response, forensics coordination, recovery
	[IT / MSP / IR FIRM]

	Planning Section
	Incident action plans, situation status, documentation
	[EM STAFF / CIMT]

	Logistics / Finance
	Emergency procurement, cost tracking, insurer claims
	[FINANCE / CIMT]

	Liaison
	TXCC, TDEM, law enforcement, insurer, vendors, partner jurisdictions
	[EMC / CIMT]

	Legal advisor
	Breach notification, privilege, contracts
	[ATTORNEY / BREACH COUNSEL]

	PIO
	Public and employee communications
	[PIO]


D. Before you sign a CIMT agreement
· ☐ Confirm the team has run real cyber incidents for government or critical infrastructure, and get references.
· ☐ Confirm response time to [JURISDICTION] (remote within [X] hours; on site within [Y] hours).
· ☐ Confirm background checks and confidentiality terms; personnel must be able to handle criminal justice and confidential data.
· ☐ Coordinate with your insurer, so the CIMT's costs are covered and it can work alongside panel vendors.
· ☐ Confirm they will train with you: include the CIMT in the annual exercise (Section XIV).
· ☐ Record the agreement, activation steps and 24/7 contact in Appendices A and E.
VIII. Mandatory notification and reporting
The 48-hour report to the Texas Cyber Command is required by law, and the clock starts at discovery. [IT LEAD] makes the report; the EMC confirms it was made and logs the time. Calling the TXCC hotline satisfies the 48-hour requirement, and TXCC encourages reporting within 24 hours.
A. What is reportable to TXCC
TXCC's local government guidance asks for a report when an incident:
1. is assessed as likely to spread to other systems;
1. is a criminal violation that would be reported to law enforcement; or
1. involves unauthorized disclosure or modification of confidential information.
When in doubt, report. TXCC's reporting page is the authoritative list — check it at each annual review.
B. The Texas reporting clock
	When
	Who is notified
	How
	Legal basis
	Owner

	As early as the policy requires — often immediately
	Cyber insurer / risk pool
	Insurer's breach hotline
	Policy [NUMBER]
	[RISK MANAGER]

	Within 48 hours of discovery
	Texas Cyber Command
	Hotline (877) 347-2476, or the Local Incident Reporting Form linked from txcc.texas.gov/report-an-incident
	Gov't Code §2063.302
	[IT LEAD]

	Within 48 hours, if election data is involved
	Texas Secretary of State (in place of TXCC)
	Per SOS election security guidance
	Gov't Code §2063.302
	[ELECTIONS ADMINISTRATOR]

	As soon as practicable, no later than 30 days after determining a breach occurred — if 250+ Texans are affected
	Texas Attorney General
	AG's electronic data breach reporting form
	B&C Code §521.053
	[ATTORNEY]

	Without unreasonable delay, no later than 60 days after determining a breach occurred
	Each affected individual
	Written notice, or other method allowed by statute
	B&C Code §521.053; Local Gov't Code §205.010
	[ATTORNEY]

	Within 10 business days after eradication, closure and recovery
	Texas Cyber Command
	Follow-up report with incident details and analysis of cause, through the same portal
	Gov't Code §2063.302
	[IT LEAD]


Exception: an incident a local government must report to ERCOT (Utilities Code §39.151) is excluded from §2063.302. Municipal electric systems: list your ERCOT reporting path here.
C. Law enforcement (threat response)
1. [SHERIFF / POLICE CHIEF] — notified at Level 2 or higher, and for any suspected crime.
1. FBI — [DALLAS / EL PASO / HOUSTON / SAN ANTONIO] Field Office cyber squad; CyWatch 24/7: (855) 292-3937, cywatch@fbi.gov; ic3.gov for complaints.
1. U.S. Secret Service — [FIELD OFFICE] Cyber Fraud Task Force, especially for payment fraud and wire fraud.
D. Federal technical assistance (asset response) — voluntary
1. CISA —1-844-729-2472, report@cisa.gov, or cisa.gov/report. Reporting to CISA does not replace the state report.
1. MS-ISAC — now a paid membership. Texas bought a statewide membership that ran through 5 November 2026; confirm whether it was renewed and whether [JURISDICTION] is enrolled.
E. Start the log first
Before calling anyone, write down the discovery time, who found it, and what they saw — on a device that is not on the affected network. Every deadline above runs from facts only this log can prove.
IX. Organization and assignment of responsibilities
A. Organization
At Level 2 or higher, a Cyber Unified Coordination Group meets out-of-band. At Level 1, it becomes the policy group above the CIMT or EOC command structure.
	Seat
	Primary
	Alternate

	Emergency Management Director (decision authority)
	[COUNTY JUDGE / MAYOR]
	[DESIGNEE]

	Chief administrator
	[COUNTY ADMINISTRATOR / CITY MANAGER]
	[DESIGNEE]

	Emergency Management Coordinator (ESF 20 coordinator)
	[NAME]
	[NAME]

	Technical lead (primary agency)
	[IT DIRECTOR / MSP LEAD]
	[NAME]

	CIMT lead (when activated)
	[CONTRACTED / REGIONAL TEAM]
	—

	Legal
	[COUNTY / CITY ATTORNEY]
	[BREACH COUNSEL]

	Law enforcement
	[SHERIFF / POLICE CHIEF]
	[DESIGNEE]

	Public information
	[PIO]
	[NAME]

	Finance / risk
	[AUDITOR / FINANCE DIRECTOR / RISK MANAGER]
	[NAME]


Affected department heads join as needed.
B. Responsibilities
Emergency Management Director and elected leadership
1. Decide on full activation, a local disaster declaration (Gov't Code §418.108), and requests for state help.
1. Make, or delegate in writing, decisions on ransom demands, under the policy in Section II.C.
1. Approve emergency spending and public messaging strategy.
1. Complete annual cybersecurity training and take part in the annual executive tabletop (Sections XIII–XIV).
Emergency Management Coordinator (ESF 20 coordinator)
1. Activates ESF 20 and convenes the Coordination Group out-of-band.
1. Confirms that the 48-hour TXCC report was made, and logs the time.
1. Activates the CIMT or EOC structure; produces incident action plans and situation reports.
1. Requests state assistance through the TDEM district office and the State of Texas Assistance Request (STAR) process; activates mutual aid.
1. Coordinates department continuity of operations.
1. Owns the annual exercise and the after-action and improvement process.
Primary agency — IT / MSP
1. Executes the IRP; assigns and updates severity levels.
1. Makes the TXCC 48-hour report and the 10-business-day follow-up.
1. Preserves logs and evidence; coordinates forensic responders and insurer-panel vendors.
1. Briefs the Coordination Group in plain language: what is down, what is safe, what is next, and when.
1. Leads restoration by the Appendix D priorities.
1. Maintains offline backups, the asset inventory, and OOB technical accounts.
Legal
1. Determines breach-notification duties and deadlines (Section VIII).
1. Engages breach counsel and approves forensic and CIMT engagements, structured to protect privilege where appropriate.
1. Advises on Public Information Act requests, and on what may be withheld under §552.139.
1. Reviews mutual aid, CIMT and vendor agreements before signing.
Law enforcement
1. Opens a criminal case; acts as liaison to the FBI and Secret Service.
1. Protects physical sites and evidence.
1. Keeps public safety operations on manual procedures if CAD, records or radio consoles are down.
Public Information Officer
1. Issues a holding statement within [2] hours of Level 1 activation, cleared by legal.
1. Runs a JIC with partner jurisdictions if more than one is affected.
1. Tells residents which services are affected and how to get them manually, and warns them about scams using the incident.
1. Coordinates employee communications with HR, through OOB channels.
Finance / risk management / purchasing
1. Notifies the insurer or risk pool; tracks claim requirements and approvals.
1. Tracks all incident costs for insurance and possible reimbursement.
1. Arranges emergency procurement under [PURCHASING POLICY / statutory emergency exemptions].
1. Enforces a call-back check on any change to vendor payment or employee direct-deposit details.
Human resources
1. Tracks annual training completion for the 31 August report (Section XIII).
1. Supports staff during extended outages (overtime, fatigue, manual payroll).
All department heads
1. Keep a current offline continuity procedure for each essential function.
1. Report anomalies to IT immediately.
1. Make sure staff complete annual certified training.
[ELECTIONS ADMINISTRATOR / COUNTY CLERK]
1. Notifies the Secretary of State if election data is involved, and coordinates any effect on election operations.
X. Direction, coordination, mutual aid and vetted partners
Assistance moves up two parallel channels: the technical channel (IT to TXCC) and the emergency management channel (EMC to TDEM). Use both at Level 1. A TXCC report alone does not bring state consequence-management resources, and a TDEM request alone does not meet the reporting law.
A. Local
1. The EMD keeps overall authority. The EMC coordinates ESF 20; the technical lead directs IT work; the CIMT, when activated, runs incident management under the EMD's objectives.
1. Participating cities and districts report incidents to the county EMC, and share indicators of compromise with partners that use the same systems or vendors.
B. Mutual aid — arrange it before you need it
Cyber help is only useful if it arrives fast, from people you trust with access to your network. [JURISDICTION] will:
1. Sign written agreements in advance with neighboring jurisdictions, the council of governments, and others who can lend IT and security staff, under the Interlocal Cooperation Act (Gov't Code Chapter 791). DIR published a Texas Framework for Mutual Aid Agreements for Security Incidents that can be adapted.
1. Know the default. Without a written agreement, requests between Texas local governments fall under the Texas Statewide Mutual Aid System (Gov't Code §418.111). The requesting entity pays actual costs for a response that runs past 12 consecutive hours. A written agreement lets you set your own terms — for cyber, terms on access, confidentiality and liability matter more than for most mutual aid.
1. Cover cyber-specific terms in each agreement:
135. who may authorize access to systems, and at what privilege level;
135. confidentiality and handling of criminal justice, health and personal data;
135. evidence handling and chain of custody;
135. liability, and how insurance applies to helpers;
135. cost reimbursement;
135. a commitment not to bring personal or home-network devices onto the affected network;
135. how helpers leave the network once the work is done.
1. Vet the people, not just the agreement. Before an incident, record in Appendix E each partner's named personnel, skills, background-check status, and 24/7 contact. Confirm them every year.
C. Vetted partners and contracts
Keep a short, vetted list of who you will call — and confirm each one every year (Appendix E).
	Partner
	What they bring
	Vetting before an incident

	MSP / IT vendor
	Knows your systems
	Contract states incident duties, response times and after-hours escalation

	Incident response retainer firm
	Forensics, containment, recovery
	Pre-approved by insurer; rates and response times agreed; references checked

	Cyber Incident Management Team
	Incident management with cyber SMEs (Section VII)
	Experience, availability, background checks, insurer approval

	Breach counsel
	Notification law, privilege
	Engaged through the attorney; insurer-approved

	Mutual aid partners
	Extra IT and EM staff
	Written agreement; named, background-checked personnel

	Restoration / hardware vendors
	Replacement equipment, rebuild help
	Emergency purchasing path and lead times known


Never accept help from a vendor or volunteer who contacts you unsolicited during an incident. Verify identity through a number you already have.
D. State
1. Texas Cyber Command (technical). Receives the incident report and can provide incident response support, guidance and resources. TXCC runs a cybersecurity incident response unit and the Texas Volunteer Incident Response Team (VIRT). Request help through the 24/7 hotline, (877) 347-2476. Some TXCC services are for "covered entities" (local governments that contract with TXCC); ask which apply to [JURISDICTION].
1. TDEM (consequence management). When local resources are exhausted, the EMC requests state assistance through the TDEM district office and STAR. TDEM coordinates state support, including ESF 20, through the State Operations Center.
1. Governor. May issue a state disaster declaration for a severe or widespread incident.
1. TX-ISAO. Threat information sharing among Texas public entities. Join before an incident.
E. Federal
1. Threat response: FBI (lead), U.S. Secret Service — through law enforcement (Section VIII.C).
1. Asset response: CISA technical assistance on request (Section VIII.D).
1. Disaster assistance: if the incident is part of, or results in, a federally declared disaster, FEMA programs follow the standard request path through TDEM.
XI. Cyber insurance and risk transfer
Cyber coverage can pay for forensics, legal counsel, notification, restoration and lost revenue. It can also decide which vendors you may hire, and it can be denied over a late notice or a missed security condition. Treat the policy as part of this plan, not a document in the finance office.
A. Know the coverage before the incident
[RISK MANAGER] maintains, and reviews with IT and legal each year at renewal, a one-page summary of the policy or risk-pool coverage:
	Item
	Detail

	Carrier / risk pool and policy number
	[ ]

	24/7 breach / claims hotline
	[ ]

	Notice requirement (how soon, to whom, in what form)
	[ ]

	Limits and sublimits (ransom/extortion, business interruption, notification, forensics, regulatory)
	[ ]

	Retention / deductible
	[ ]

	Panel vendors that must be used (breach counsel, forensics, PR)
	[ ]

	Pre-approval required before hiring vendors or paying any ransom
	[ ]

	Security conditions the policy relies on (MFA, backups, EDR, training, patching)
	[ ]

	Exclusions (war/state actor, unpatched systems, prior known incidents, OT/infrastructure)
	[ ]

	Coverage for systems run by MSPs and cloud providers
	[ ]


B. During an incident
1. Notify the insurer as early as the policy requires — at the latest, when ESF 20 reaches Level 2.
1. Get approval before hiring forensic firms, counsel or a CIMT, unless delay would endanger life safety.
1. Have breach counsel engage the forensic firm, where the policy and counsel advise it, to protect privilege.
1. Track every cost from the first hour (Section IX, Finance). Overtime, equipment and vendor costs may be claimable.
1. Document every decision related to ransom demands; do not engage with the attacker without legal, law enforcement and insurer involvement.
C. Keep the coverage valid
1. Application answers about security controls must be true. A control promised on the application and missing at claim time can put coverage at risk.
1. Review the security conditions every year with IT, and fix gaps before renewal.
1. Confirm that vendors and MSPs carry their own cyber coverage, and that contracts assign responsibility for incidents they cause.
1. Public entities: ask your risk pool what cyber services it provides beyond coverage — training, scanning, incident hotlines. Some Texas public-entity pools offer these as member services.
Insurance is not a substitute for preparedness. Backups, MFA, training and an exercised plan are what keep a claim small.
XII. Public information and records
A. Public information
1. The PIO is the single voice. Departments and elected officials do not post or speak about the incident on their own.
1. Every statement is cleared by legal and checked with law enforcement before release.
1. Say what is affected, what residents should do, and when the next update will come. Do not speculate on cause, attribution, data exposure or ransom until confirmed.
1. Plan to communicate without the network: a website or status page hosted outside the affected environment, social media accounts with MFA that can be reached from personal devices, and a printed media contact list.
1. Warn residents and employees about scam calls, texts and emails that use the incident to ask for payments or personal information.
1. If partner jurisdictions are affected, open a JIC so messages match.
1. Keep employees informed through OOB channels. Staff hear rumors first, and are the first people the public asks.
Holding statement (adapt and pre-approve): "[JURISDICTION] is responding to a cybersecurity incident affecting [SERVICES]. Emergency services remain available by calling 911. We are working with state and federal partners and will provide an update by [TIME]. [JURISDICTION] will never call or text residents asking for payment or personal information about this incident."
B. Records and confidentiality
1. Incident log. Time-stamped log of decisions and notifications from discovery onward, kept by the Planning Section or EMC. It supports legal deadlines, insurance claims and the after-action report.
1. Evidence. Logs, images and forensic data are preserved as long as reasonably feasible, and under any litigation hold or law enforcement request.
1. Public Information Act. Information about network security — vulnerability reports, network designs, and the defense of the network — may be withheld under Gov't Code §552.139. Certain critical-infrastructure information may be confidential under §§418.176–418.182. Route every request about the incident to legal.
1. This annex. Keep restricted appendices and network details out of the public version.
XIII. Readiness: training and preparedness
A. Cyber awareness training — everyone
Many incidents start with a person: a phishing click, a reused password, a convincing call to the help desk, a payment change approved by email. Training is the cheapest control [JURISDICTION] has, and for Texas governments it is the law.
· ☐ Required: every elected and appointed official and every employee with access to the jurisdiction's systems completes a TXCC-certified cybersecurity training program each year (Gov't Code §2063.103). Contractors with system access must also complete it.
· ☐ Required: the governing body verifies completion and reports it to TXCC by 31 August each year. It may deny system access to anyone who has not completed training.
· ☐ Required: covered employees and officials also complete certified AI awareness training (Gov't Code §2054.5191). Confirm current scope and reporting with TXCC and DIR.
· ☐ Recommended: phishing simulations at least [quarterly], with follow-up coaching rather than punishment.
· ☐ Recommended: a short briefing for all staff on how to report a suspected incident, and what to do if systems go down (manual procedures, OOB check-in).
B. Senior leadership and elected officials
The decisions that shape a cyber incident's cost — activating the EOC, declaring a disaster, paying or refusing a ransom, what to tell the public, which services come back first — belong to leadership, not IT. Leaders who see this for the first time during an attack decide slowly and badly.
1. Annual executive cyber briefing for the EMD, governing body members and department heads: current threats to Texas local government, this annex's decision points, the legal reporting clock, the ransom policy and the insurance terms.
1. Annual executive tabletop (Section XIV): leadership works through a ransomware scenario, making the real decisions under time pressure.
1. Leadership is a target. Senior officials and finance staff are prime targets for impersonation and business email compromise. They get added protection: MFA on all accounts, and verbal call-back for any payment or banking change.
1. Decision pre-work. Before an incident, leadership approves the ransom policy (Section II.C), the restoration priorities (Appendix D), and delegations of authority if the EMD is unreachable.
C. Role-based training
	Audience
	Training
	Frequency

	Coordination Group and EOC staff
	ICS for cyber incidents; this annex; OOB plan
	Annually

	IT / MSP staff
	IRP procedures; evidence preservation; restore drills
	Annually, plus after IRP changes

	PIO and communications staff
	Cyber incident messaging; holding statements; scam warnings
	Annually

	Finance and payroll staff
	Payment-fraud recognition; call-back verification
	Annually

	Help desk
	Identity verification before password and MFA resets
	Annually


D. Preparedness actions
Assign an owner and target date to each.
	Action
	Why it matters
	Owner
	Target date

	Offline or immutable backups of critical data and configurations; test a full restore at least [quarterly]
	Backups on the same network are usually encrypted along with everything else
	[IT]
	

	MFA on email, remote access, cloud and all admin accounts
	Stolen or guessed passwords are a leading way in
	[IT]
	

	Patch on a set schedule; replace unsupported systems
	Unpatched, end-of-life systems are easy targets
	[IT]
	

	Endpoint detection and response with 24/7 monitoring (in-house, MSP or regional SOC)
	Someone has to see the alert at 2 a.m.
	[IT]
	

	Hardware, software and sensitive-data inventories
	You can't protect or restore what you can't list
	[IT]
	

	Restoration priority worksheet completed with each department (Appendix D)
	Sets restoration order before the pressure is on
	[EMC + IT]
	

	OOB plan in place and tested (Section VI, Appendix B)
	Email and VoIP may be the first things lost
	[EMC]
	

	Cyber insurance summary current (Section XI)
	Late notice or wrong vendor can sink a claim
	[RISK]
	

	Mutual aid agreements and vetted partner list current (Section X, Appendix E)
	Help arrives faster from people already cleared
	[EMC]
	

	CIMT arrangement in place (Section VII)
	Small teams can't run a weeks-long incident alone
	[EMC]
	

	Join TX-ISAO; decide on MS-ISAC membership
	Early warning from peers
	[IT]
	

	Free CISA services: vulnerability scanning and assessments
	No-cost outside view of your exposure
	[IT]
	

	Physical protection for server rooms (no overhead water, cooling, backup power)
	Not every outage is an attacker
	[FACILITIES]
	

	Vendor contracts require incident notice and set security duties
	Many incidents start at a vendor
	[PURCHASING + LEGAL]
	


XIV. Annual testing and exercises
An untested cyber annex is a guess. Contact lists go stale, OOB accounts lapse, backups fail to restore, staff turn over, vendors change, and laws change — Texas moved its reporting authority to a new agency in 2025. The only way to know this annex works is to run it. [JURISDICTION] tests it at least once every year, and records the result in the Record of Changes.
A. Why annual testing matters
1. It finds the gaps before an attacker does. Exercises routinely expose missing phone numbers, unclear decision authority, backups that won't restore, and continuity procedures that exist only on the network.
1. It builds decision muscle for leadership. Ransom, disclosure and restoration-order decisions are hard to make for the first time under pressure.
1. It keeps partners real. A CIMT, mutual aid partner or insurer-panel vendor you have never worked with is an unknown at 2 a.m.
1. It supports insurance and grants. Documented exercises and improvement plans show insurers and grant reviewers a working program.
1. It keeps the legal clock in practice. Timing the 48-hour report in an exercise is the only way to know you can meet it.
B. Minimum annual program
	Activity
	Participants
	What is tested
	When

	Executive tabletop (2–3 hours)
	EMD, governing body members, chief administrator, legal, PIO, finance, EMC, IT lead
	Activation, ransom policy, disclosure, declaration, restoration priorities
	[MONTH]

	Operational tabletop or functional exercise
	Coordination Group, CIMT, IT/MSP, department heads, mutual aid partner
	Severity levels, reporting clock, CIMT activation, continuity procedures
	[MONTH]

	No-notice OOB check-in drill
	Coordination Group and CIMT
	Time for all members to reach Layer 1
	[MONTH]

	Backup restore test
	IT / MSP
	Full restore of at least one Tier 1 system from offline backup, timed
	[QUARTERLY]

	Contact verification
	EMC
	Appendices A, B and E — every number called
	[QUARTERLY]

	Manual-operations drill
	Departments with Tier 1–2 services
	Running essential services without the network
	With the operational exercise

	Hosted-service "lights-out" drill
	EOC, dispatch, key departments, ESF 2 communications lead
	Working a shift without Microsoft 365 (or equivalent), cloud phones and internet; sending a situation report by RF or satellite
	[MONTH]


C. How exercises are run
1. Follow HSEEP: set objectives, use a realistic Texas scenario (ransomware during a weather event is a good test), evaluate against the objectives.
1. Invite partners: TXCC, the TDEM district office, the insurer, the CIMT, mutual aid partners and key vendors. CISA offers no-cost tabletop exercise packages.
1. Produce an after-action report and improvement plan within [30] days, with an owner and due date for every corrective action.
1. Update this annex, the IRP and the contact lists within [60] days.
1. A real incident at Level 2 or higher counts as the year's operational exercise, if an after-action report is completed.
XV. Using this annex in the private sector and critical infrastructure
The structure of this annex — severity levels, out-of-band communications, a management team with cyber SMEs, insurance, vetted partners, training and annual testing — applies to any organization. Utilities, hospitals, telecommunications providers, school systems and businesses can use it as a readiness benchmark, and as the backbone of their own cyber incident plan.
A. What changes for a private organization
	Annex element
	Government version
	Private-sector equivalent

	Decision authority
	EMD / elected officials
	CEO, board or designated executive

	Coordination Group
	Cyber Unified Coordination Group
	Crisis management team

	Mandatory state report
	TXCC within 48 hours (§2063.302)
	Generally not required unless you are a TXCC "covered entity" by contract — but voluntary reporting to TXCC and CISA is encouraged

	Breach notice
	B&C Code §521.053 and Local Gov't Code §205.010
	B&C Code §521.053: individuals within 60 days; Attorney General within 30 days if 250+ Texans are affected

	Sector rules
	—
	Check your regulator, for example: ERCOT for electric utilities; HIPAA for health care; SEC disclosure rules for public companies; TSA directives for pipelines and rail. Federal CIRCIA reporting is pending a final rule

	State assistance
	TDEM / TXCC
	Your insurer, IR retainer and industry ISAC first. Public resources are coordinated through local emergency management when community lifelines are affected


Private organizations: have counsel confirm which reporting rules apply to you. This table is a starting point, not a complete list.
B. Coordinating with the local EOC
When an organization's cyber incident affects the community — water, power, hospital diversion, 911, fuel, payment systems — it becomes a public emergency management issue too.
1. Critical infrastructure operators in [JURISDICTION] designate a liaison to the EOC, and share an OOB contact with the EMC before an incident.
1. Operators tell the EMC promptly when an incident threatens public services. They share impacts and timelines, not technical details they are not ready to release.
1. The EOC coordinates the public-facing consequences — shelters, water distribution, public messaging — while the operator runs its own technical response.
1. Operators are invited to the jurisdiction's annual cyber exercise (Section XIV).
C. Readiness self-check
Appendix F is a one-page readiness self-check that any government office, utility or business can complete. If you answer "no" to more than a few, start with training, offline backups, MFA, an OOB plan and an insurance review.
XVI. Annex development and maintenance
1. The EMC (ESF 20 coordinator) and the primary agency head jointly maintain this annex.
1. Every year: run the exercise program in Section XIV; update Appendices A, B and E; confirm the TXCC reporting page and portal links; review the insurance summary at renewal; check for new legislation; record the review in the Record of Changes.
1. After every Level 1 or Level 2 incident and every exercise: update the annex within [60] days to reflect the after-action report and improvement plan.
1. After each regular Texas legislative session (odd-numbered years; new laws usually take effect 1 September): legal reviews Sections I, VIII, XI and XII.
1. When key contracts change (MSP, CIMT, IR retainer, insurer): update Sections VII, X and XI and Appendix E within [30] days.
1. Full review and re-approval at least every [5] years, in step with the Basic Plan.
1. Submit the updated annex to TDEM with the Emergency Management Plan, as required (plans@tdem.texas.gov).
Appendix A — Contact roster (RESTRICTED)
Print it. Keep copies in the EOC, in vehicles and at home. Include personal mobile numbers — office phones may be down.
	Role
	Name
	Mobile
	OOB contact (Layer 1)
	Alternate

	Emergency Management Director
	
	
	
	

	Chief administrator
	
	
	
	

	Emergency Management Coordinator
	
	
	
	

	IT lead / MSP after-hours
	
	
	
	

	CIMT 24/7 activation line
	
	
	
	

	Incident response retainer firm
	
	
	
	

	County / city attorney
	
	
	
	

	Breach counsel
	
	
	
	

	Sheriff / police chief
	
	
	
	

	PIO
	
	
	
	

	Finance / risk manager
	
	
	
	

	Cyber insurer / risk pool hotline (policy #)
	
	
	
	

	Elections administrator
	
	
	
	

	TDEM district office
	
	
	
	



	External
	Contact

	Texas Cyber Command — 24/7 incident hotline
	(877) 347-2476

	TXCC — local incident report form
	Linked from txcc.texas.gov/report-an-incident

	TXCC — phishing reports
	Forward as attachment to phishing@txcc.texas.gov

	FBI CyWatch 24/7
	(855) 292-3937 · cywatch@fbi.gov

	FBI field office ([CITY])
	

	CISA
	1-844-SAY-CISA (1-844-729-2472) · report@cisa.gov

	U.S. Secret Service field office ([CITY])
	

	Texas Attorney General — data breach reporting
	texasattorneygeneral.gov/consumer-protection/data-breach-reporting


Appendix B — Out-of-band communications worksheet (RESTRICTED)
	Item
	Detail
	Last verified

	Layer 1 channel name and how to join
	
	

	Layer 1 administrator and backup administrator
	
	

	Conference bridge number and PIN (outside jurisdiction systems)
	
	

	Public safety radio talkgroup / channel
	
	

	Satellite phone numbers and storage location
	
	

	Alternate meeting location
	
	

	Backup website / status page and who can update it
	
	

	Social media accounts and who can reach them from personal devices
	
	

	Code name for the incident (if needed)
	
	


Appendix C — First 72 hours checklist
Hour 0–2
· ☐ Record the discovery time, who found it and what they saw — on a device off the affected network.
· ☐ IT isolates affected systems: disconnect, don't power off or wipe.
· ☐ IT assigns the severity level; notifies the EMC if Level 2 or higher.
· ☐ Move the response team to OOB Layer 1, by phone call or text.
Hour 2–12
· ☐ Convene the Cyber Unified Coordination Group.
· ☐ Notify the cyber insurer / risk pool; get approval for vendors.
· ☐ Notify law enforcement.
· ☐ Call the TXCC hotline — meets the 48-hour requirement; aim for under 24 hours.
· ☐ Activate or place the CIMT on standby; call mutual aid partners if needed.
· ☐ PIO issues the holding statement if services are visibly affected.
· ☐ Departments switch to offline continuity procedures.
Hour 12–48
· ☐ Confirm the TXCC report was made, and log the time. Hard deadline: 48 hours from discovery.
· ☐ Notify the Secretary of State if election data is involved.
· ☐ Legal starts the breach determination (Attorney General and individual notice clocks).
· ☐ Decide EOC activation level, local declaration and state assistance request.
· ☐ Brief elected officials and employees through OOB channels; second public update.
Hour 48–72
· ☐ Restoration plan approved, by Appendix D tiers.
· ☐ First incident action plan and operational period set; staff rotation planned to prevent burnout.
· ☐ Cost tracking running; insurer briefed.
· ☐ Situation report to leadership, and to TDEM if state assistance was requested.
Appendix D — Services restoration priority worksheet
	Tier
	Definition

	1
	Critical services or systems, and life-safety or public-safety systems

	2
	Core business functions and services that enable operations

	3
	Routine business functions and services that support operations

	4
	Non-production services or functions that do not affect end users



	System / service
	Department
	Tier
	Max tolerable downtime
	Offline workaround
	Backup location
	System owner

	911 / CAD
	[DISPATCH]
	1
	
	
	
	

	Radio consoles
	[DISPATCH]
	1
	
	
	
	

	Water / wastewater SCADA
	[UTILITIES]
	1
	
	
	
	

	Jail management
	[SHERIFF]
	1
	
	
	
	

	Identity / directory services
	[IT]
	1
	
	
	
	

	Payroll
	[FINANCE]
	2
	
	
	
	

	Email
	[IT]
	2
	
	
	
	

	Tax / utility billing
	[TAX / FINANCE]
	2
	
	
	
	

	Court case management
	[CLERK]
	2
	
	
	
	

	Permitting
	[DEVELOPMENT]
	3
	
	
	
	

	Public website
	[PIO / IT]
	3
	
	
	
	


Tier definitions excerpted from the Texas DIR "Services Restoration Priority Worksheet," licensed under CC BY 4.0.
Appendix E — Mutual aid and vetted partner register (RESTRICTED)
	Partner
	Type
	Agreement / contract #
	Services
	Named personnel
	Background check
	24/7 contact
	Insurer approved?
	Last verified

	
	Mutual aid
	
	
	
	
	
	
	

	
	CIMT
	
	
	
	
	
	
	

	
	IR retainer
	
	
	
	
	
	
	

	
	MSP
	
	
	
	
	
	
	

	
	Breach counsel
	
	
	
	
	
	
	


Vetting checklist for each partner
· ☐ Written agreement or contract signed, and reviewed by legal.
· ☐ Access rules, confidentiality, data handling and evidence handling defined.
· ☐ Personnel named, background-checked, and cleared for criminal justice data where needed.
· ☐ Response time commitments stated.
· ☐ Cost and reimbursement terms set.
· ☐ Insurer has approved, or does not object.
· ☐ Included in at least one exercise in the past [24] months.
· ☐ Contact verified this quarter.
Appendix F — Cyber readiness self-check
For any government office, utility, school or business. Answer yes or no.
	#
	Question
	Yes / No

	1
	Every employee, official and executive completed cyber awareness training in the last 12 months
	

	2
	Senior leadership took part in a cyber tabletop in the last 12 months
	

	3
	We have a written cyber incident plan, and it was tested in the last 12 months
	

	4
	We know who decides on activation, disclosure and ransom — and they know it too
	

	5
	We have an out-of-band communications plan, and the team has used it in a drill
	

	6
	Critical data is backed up offline or immutably, and we restored from it in the last quarter
	

	7
	MFA is on email, remote access and every admin account
	

	8
	We know our legal reporting deadlines and who makes each report
	

	9
	We know what our cyber insurance requires on day one, and have the hotline on paper
	

	10
	We have pre-arranged outside help (IR firm, CIMT, mutual aid), vetted and under agreement
	

	11
	Each essential service has a manual workaround people have practiced
	

	12
	Someone monitors security alerts 24/7 (staff, MSP or SOC)
	

	13
	We can keep essential services running for 24 hours if our email/collaboration suite, cloud phones or internet provider go down
	

	14
	We can send situation reports and resource requests by radio or satellite, and tested it this year
	


Appendix G — Hosted-service dependency register (RESTRICTED)
List every hosted or cloud service that supports a Tier 1 or Tier 2 function (Appendix D). Review it every year, and whenever a contract changes.
	Service
	Provider
	Supports (function / tier)
	Status page
	Support line / account #
	Contract service level
	What fails with it
	Fallback
	Owner

	Email, chat, files
	[Microsoft 365 / Google Workspace]
	
	
	
	
	
	OOB Layer 1; offline binder
	

	Identity / MFA
	[PROVIDER]
	
	
	
	
	
	Break-glass accounts
	

	Phones
	[HOSTED VOIP PROVIDER]
	
	
	
	
	
	Forwarding to mobiles; analog lines
	

	Internet
	[PRIMARY ISP] / [SECONDARY ISP]
	
	
	
	
	
	Cellular failover; satellite
	

	CAD / RMS
	[VENDOR]
	
	
	
	
	
	Manual dispatch cards
	

	Finance / payroll
	[VENDOR]
	
	
	
	
	
	Payroll fallback with bank or vendor
	

	Website / DNS
	[PROVIDER]
	
	
	
	
	
	Backup status page
	


Sources
Checked 14 November 2026.
Texas
· Texas Cyber Command — Incident reporting & response
· Gov't Code Chapter 2063 — Texas Cyber Command
· Gov't Code §418.111 — Texas Statewide Mutual Aid System
· HB 3178 (2013) — mutual aid reimbursement after 12 hours
· TDEM ESF list, including ESF 19 Operations Technology and ESF 20 Cybersecurity (Oct 2025 briefing)
· TDEM — Local Planning
· DIR — Statewide Cybersecurity Awareness Training
· DIR — Local Government Incident Reporting User Guide v1.2
· DIR — Incident Response Team Redbook (Oct 2025 update)
· DIR — Texas Framework for Mutual Aid Agreements for Security Incidents
· SB 768 (2023) bill analysis — 30-day Attorney General notice
· Local Gov't Code §205.010 — breach notification by local government
· Texas statewide MS-ISAC membership (GovTech)
· August 2019 coordinated ransomware attack — 22 Texas entities (Dark Reading)
Federal
· FEMA / CISA — Planning Considerations for Cyber Incidents (Nov 2023)
· CISA — Report a cyber incident
· FBI — Cyber incident reporting (CyWatch)
· #StopRansomware Guide — out-of-band communication during response (via DIR)
· CIRCIA final rule sent to OMB review, 1 Oct 2026
Hosted-service outages and emergency communications
· CRS — The July 19th Global IT Outages (CrowdStrike), July 2024
· NBC News — 911 disruptions including Plano, Texas
· CISA — SHARES HF Radio Program
· CISA — SHARES registration and eligibility
· 47 CFR §97.113 — amateur radio may not transmit messages encoded to obscure meaning
